
Agenda Report 

October 20,2008 

To: City Council 

From: City Manager 

Subject: Water and Power Department Compliance with Fair and Accurate 
Credit Transactions Act 

RECOMMENDATION: 

It is recommended that the City Council approve an ldentity Theft Prevention Program 
for the Water and Power Department (Department) to protect customer identification 
and credit information in compliance with the Fair and Accurate Credit Transactions 
(FACT) Act of 2003 and the Red Flag ldentity Theft Prevention Program requirement. 

BACKGROUND: 

FACTAct 

In 2003, Congress adopted the FACT Act and the Federal Trade Commission (FTC) 
developed regulations to set standards for safeguarding sensitive customer information 
for various entities, including utilities. On November 1, 2007, the Red Flag ldentity Theft 
Prevention Program (Red Flag) was added to impose certain obligations on creditors for 
prevention, detection, and mitigation of identity theft. To create a uniform system to 
protect consumer credit information in compliance with the FACT Act, the FTC has issued 
rules for applicable financial institutions and creditors known as "Red Flag Rules." Red 
Flags are warning signs of patterns, practices, or specific activities associated with identity 
theft. The program requires creditors to positively identify each customer and to provide 
for the secure handling of personal customer data at all times during and after 
transactions with any customer. The Red Flag refers to specifically identified potential 
warnings of identify theft to which creditors must be aware and responsive as outlined 
below: 

-- 

10/20/2008 AGENDA ITEM NO 3 . A .  2. 
MEETING OF . . 



Water and Power Department Compliance with Fair and Accurate Credit Transactions Act 
October 20, 2008 
Page 2 of 3 

Alerts, notifications or warnings from consumer reporting agency (Experian, 
Equifax, Transunion) 
Suspicious documents 
Suspicious personal identification information 
Unusual use or suspicious activity related to a covered account 
Notice of theft from customers, victims, or law enforcement 

Role of Water and Power Department 

The FACT Act provisions regarding protection of consumer credit information apply to 
public utilities such as the Department and its customer accounts that are designed to 
permit multiple payments or transactions using a credit card, debit card or bank account 
information. As defined in the FACT Act, the Department is defined as a creditor 
because it processes requests for service and provides electric and water services in 
advance of receiving payment. 

The Red Flag requires the Department to have a plan in place by November 1,2008 that 
includes policies and procedures which meet the standards outlined by the FTC. The 
proposed plan is included as Attachment A to this report. The proposed plan includes 
identification of the potential warnings of identify theft and monitoring activities in which 
Department staff will participate to protect its ratepayers from identify theft. Some of 
these activities include the monitoring of accounts, contacting the customer to verify 
information and/or activities; changing procedures for passwords and security codes for 
both customers and employees; closing accounts in question and opening a new account 
once information is verified and notification of law enforcement of suspicious activity or 
information. The proposed plan encompasses all services provided by the Department 
that are included on the utility bill. 

Another requirement of the Red Flag is to establish an oversight committee and 
administrative process to implement and report on results of the program. Staff 
recommends that the Municipal Services Committee be established as the oversight 
committee for this program and that the General Manager of the Department (or 
designee) serve as the administrator of the program. Staff will then be required to provide 
quarterly reporting of program results to the General Manager and annual reports to the 
Municipal Services Committee to insure compliance with the requirements of Red Flag, 
current privacy laws and directives for securing personal data. Any changes or updates 
to the policy will require City Council approval. 
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FISCAL IMPACT: 

Sufficient funds are available from the Power Customer Service fund account 81 14-401- 
833500-091 0 for $25,025 and Water Customer Service fund account 81 14-402-833500- 
0773 for $1 3,475 to cover costs for additional training and materials for staff and initial 
third party vendor Positive ID validation. 

Respectfully submitted, 

~ i c h a e l y  Beck 
City Manager 

Prepared by: 

Shari M. Thomas 
Business Unit Director 
Water and Power Department 

Approved by: 

Phyllis E. Currie 
General Manager 
Water and Power Department 






















